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Abstract—Industrial Internet of Things (IIoT) usually utilizes
2.4GHz unlicensed frequency band which is also heavily used
by many other communication systems, such as ZigBee, WiFi,
Bluetooth, etc. Therefore, the lack of spectrum resources has
become a key technical bottleneck to restrict the development of
the IIoT. Integrating Cognitive Radio (CR) into IIoT, cognitive
IIoT (CIIoT) can cope with the spectrum resource shortage by
accessing the frequency bands licensed to primary user (PU).
However, spectrum sensing and access control must be performed
to avoid bringing severe interference to the PU. In this paper, an
integrated cooperative spectrum sensing (CSS) and access control
model is proposed to improve the transmission performance of
the CIIoT while guaranteeing the CSS’s detection probability and
controlling the interference to the PU. This model is optimized
to maximize the total throughput of the IIoT in each frame by
jointly optimizing sensing time, the number of sensing nodes
and the transmit power for each node under the constraints
of the minimum detection probability, the total power control,
the interference control, and the minimum rate for each node.
The optimization problem is solved by the joint optimization
of spectrum sensing and access control. A simultaneous CSS
and access control model is also proposed to increase the
communication time by using one time slot to perform CSS and
access control simultaneously. The simulation results show that
there exist optimal sensing and control parameters to maximize
the total throughput of the CIIoT.
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I. INTRODUCTION

INDUSTRIAL Internet of Things (IIoT), as the application
of IoT technologies in industry, applies intelligent terminals

with sensing and interaction abilities, ubiquitous technologies
and intelligent analysis to all aspects of industrial production
process, so as to greatly improve the manufacturing efficiency
[1], [2]. The IIoT usually utilizes 2.4GHz unlicensed frequency
band for communications. That frequency band is also adopted
by other communication systems, such as ZigBee, WiFi,
Bluetooth, etc., and thus becomes very crowded [3]. With the
rapid expansion of the industry production scale, the lack of
spectrum resources has become a key technical bottleneck to
restrict the development of the IIoT [4]. Recently, Cognitive
Radio (CR) has been proposed to increase spectrum access
opportunities by making full use of unused idle spectrum,
where primary user (PU) is not present temporarily. However,
the CR system has to control its spectrum access to avoid
bringing severe interference to the PU [5]–[7]. Integrating CR
into IIoT, Cognitive IIoT (CIIoT) can solve the problem of
spectrum resource shortage effectively by accessing the idle
frequency bands licensed to the PUs [8], [9].

In the CIIoT, it is important to perform spectrum sensing
to find idle channels and control spectrum access to avoid
interfering with the PU. However, the traditional spectrum
sensing and spectrum access control are independently stud-
ied. Energy detection (ED) as an effective spectrum sensing
method has been widely used for CR to make a quick decision
on the licensed channel state without needing any PU’s signal
information [10]. However, the ED can’t detect weak signal
in fading channel correctly. Cooperative spectrum sensing
(CSS) can improve detection performance in fading channel
by the collaborative sensing and decision of multiple users.
In CSS, each user first senses the PU independently by ED
and then sends its sensing result to a fusion center. The fusion
center will make a global decision on the channel state by
combining all the receiving sensing results [11], [12]. False
alarm probability and detection probability are two important
indicators of spectrum sensing performance. Low false alarm
probability will improve the spectrum access efficiency of
the CIIoT, while high detection probability will reduce the
interference to the PU [13].
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In [14], a multichannel CSS was proposed for a cognitive
sensor network, where the number of sensing users was mini-
mized under the constraints of the global detection probability
and false alarm probability. CSS based on soft decision was
proposed in [15] to improve CSS performance for hidden
PU in fading and shadowing environment, which showed
better performance than the hard decision algorithm. To sense
multiple channels in a heterogeneous network, multiband mul-
tiuser CSS was proposed for a distributed IoT in [16], which
was optimized to improve both the detection performance
and throughput of the IoT. To identify spectral and spatial
resources for an unlicensed IoT, a wideband sensing-based
architecture was proposed in [5], which could achieve more
spatio-spectral resources with lower misdetection probability.
Though improving spectrum sensing accuracy may guarantee
the spectrum access performance of the CIIoT, but it will cause
large sensing overhead to decrease its transmission perfor-
mance. Thus, there exists a tradeoff between spectrum sensing
accuracy and transmission performance. In [17], a sensing-
throughput tradeoff for the CSS was presented to maximize
the CR’s throughput by optimizing sensing time. In [18],
considering the PU’s traffic in the sensing-throughput tradeoff
model, the transmission performance of the CR significantly
degraded when the transmission frequency and signal-to-noise
ratio (SNR) of the PU increased. The sensing-throughput
tradeoff under random arrivals and departures of multiple
PUs was analyzed in [19], where the impacts of the PU’s
transmission parameters on the tradeoff were also investigated
to guarantee the transmission performance of the CR. In
[20], an energy-efficient spectrum sensing and transmission
scheme was proposed for CR by jointly optimizing sensing
and transmission durations. However, the sensing-throughput
tradeoff model only optimized the spectrum sensing time
without considering the spectrum access control, which cannot
avoid causing interference to the PU.
The spectrum access control including transmission power

control and interference control will affect the transmission
performance of both the CIIoT and PU. The authors in [21]
indicated that a robust access control algorithm should be able
to obtain reasonably good solutions to ensure the acceptable
transmission performance under the worst interference condi-
tions. In [22], by controlling the spectrum access parameters
according to the observed PU’s signal, the CR system was
able to obtain higher transmission performance under the
interference limitation to the PU. Dynamic multiobjective
optimization was proposed for power and spectrum allocation
of CR in [23], which achieved comprehensive performance
improvement in terms of energy efficiency, fairness, spectrum
utilization, etc. In [24], deep Q network (DQN) was used
to allocate proper transmit power for the users in a CR-
based industrial cyber-physical system, and the transmit power
of each user was calculated by the lower bound of SNR
to guarantee its transmission performance. A low-complexity
optimal power control scheme was proposed for a CR system
in [25], which maximized the achievable rate in the low-power
regime by controlling the interference between the CR and
PU. In [26], a robust distributed power allocation approach
was proposed to maximize the uplink spectrum utilization

of the CR, while both the transmission qualities of the CR
and PU are guaranteed. In [27], a point-to-multipoint CR
network was considered to access multiple channels of a PU
network, where the power and channels were jointly allocated
to maximize the CR’s throughput under the constraint of
guaranteeing the PU’s communication performance. However,
the impacts of spectrum sensing probability on the spectrum
access performance were not considered in the traditional
access control schemes.

In this paper, integrated CSS and access control is proposed
for the CIIoT to maximize its transmission performance,
providing that both the performances of spectrum sensing and
PU’s communication are guaranteed. The main contributions
of the paper are summarized as follows.

• An integrated CSS and access control model is proposed
for the CIIoT, where the nodes control their spectrum
access parameters according to the decision results of
the CSS. Such a spectrum decision on the channel state
is made at the control center by fusing all the sensing
results from the nodes. The frame structure of the model,
constituting of spectrum sensing slot, access control slot
and communication slot, is designed to perform periodic
sensing, control and communications. It can guarantee the
efficient utilization of idle channels while controlling the
interference to the PU.

• The model optimization is presented to maximize the
total throughput of the CIIoT in each frame by jointly
optimizing sensing time, the number of sensing nodes and
the transmit power for each node under the constraints
of the minimum detection probability, the total power
control, the interference control, and the minimum rate
for each node. The formulated optimization problem is
solved using alternating direction optimization (ADO)
method [28], which is divided into three suboptimization
problems for spectrum sensing, channel allocation and
access control, respectively. A joint optimization algo-
rithm of CSS and access control is proposed to achieve
the optimal solutions.

• Simultaneous CSS and access control model is proposed
to increase the communication time by performing CSS
and access control in one time slot. In this model, all the
nodes can participate in the CSS to improve the sensing
performance without reducing the communication time.

The rest of the paper is organized as follows. The integrated
CSS and access control model is described in Section II,
where the CSS probabilities and throughput of the CIIoT are
analyzed, respectively. In Section III, the model optimization
problem is presented to maximize the total throughput of the
CIIoT in each frame, which can be solved by a joint opti-
mization algorithm of CSS and access control. A simultaneous
CSS and access control model is proposed in Section IV. In
Section V, some numerical simulation results are presented
and discussed. The conclusions of the paper are finally drawn
in Section VI.
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II. SYSTEM MODEL

A. Integrated cooperative spectrum sensing and access control

Consider a CIIoT network constituting of N communication
nodes and one control center can access M channels licensed
to the PUs, as shown in Fig. 1. To guarantee each node has
one available channel, we suppose N ≪M . In the integrated
CSS and access control model, each node can sense the PU
and exchange the sensing and decision information with the
control center. The frame structure of the CIIoT is divided into
spectrum sensing slot, access control slot and communication
slot, as shown in Fig. 2. The spectrum sensing slot is further
divided into M subslots, within each of which the nodes
will sense the status information of a single channel. In the
access control slot, each node sends its sensing information
to the control center, which will then allocate the channel and
transmit power for each node according to the fused sensing
decisions. To avoid the interference between the CIIoT nodes,
one channel is only allocated to one node. If the allocated
channel has been detected to be idle, the node can transmit in
the communication slot, otherwise, it has to wait for the next
frame to be allocated a new free channel. Suppose the time
for each frame is T and the sensing time for each channel is
τ . The access control time is decided by the receiving sensing
capacity, which is proportional to the number of sensing nodes,
Ns, where 1 ≤ Ns ≤ N . Thus, the control time can be
denoted as tc = Nsξ, where ξ is the unit control overhead. The
communication time can be given by tp = T −Mτ − Nsξ.
Obviously, the control time will increase with Ns and thus
decrease the communication time. Therefore, Ns should be
selected reasonably to obtain a tradeoff between access control
and communications.

PUs

IIoT nodes

control center

spectrum sensing link 

sensing and control information transmission link 

Fig. 1. Integrated CSS and access control model

B. Cooperative spectrum sensing

The spectrum sensing for the PU can be seen as a binary
detection problem. The signal in the channel n for n =

1 2 M

spectrum 

sensing slot

communication 

slot

access 

control slot

frame 1 frame 2 frame 

1 2 Ns

Fig. 2. Frame structure of CIIoT

1, 2, ...,M sensed by the node i for i = 1, 2, ..., Ns is given
by

y
[n]
i (t) = θ[n]s[n](t)h

[n]
i (t) + σ

[n]
0 (t) (1)

where t is the sampling time, y[n]i (t) is the sensing signal,
s[n](t) is the PU’s signal, h[n]i (t) is the channel gain between
the PU and the node i, and σ[n]

0 (t) is the noise; θ[n] is the
channel state of channel n, where θ[n] = 0 and θ[n] = 1
denotes the idle channel and busy channel, respectively.

Sometimes one node may be in deep fading channel and will
not achieve accurate sensing result. The CSS allows multiple
nodes to sense the channel collaboratively, which may still
achieve better sensing performance in fading environment if
one node has better sensing link. In the CSS, y[n]i for i =
1, 2, ..., Ns are sent to the control center by all the sensing
nodes. By fusing all the receiving sensing information, the
control center use ED to decided the idle or busy state of the
channel, which is given by

idle :

ts∑
t=1

Ns∑
i=1

|y[n]i (t)|2 ≤ λ (2)

busy :

ts∑
t=1

Ns∑
i=1

|y[n]i (t)|2 > λ (3)

where ts is the total sampling time and λ is the sensing
threshold. By supposing the channel bandwidth is W , we can
get ts = 2Wτ .

Substituting (1) to (2) and (3), the false probability prob-
ability and detection probability of the CSS can be obtained
from the Central Limit Theorem as follows

P
[n]
f = Q

((
λ

δ2n
− 1

)√
WτNs

)
(4)

P
[n]
d = Q

((
λ

δ2n
− γn − 1

)√
WτNs

2γn + 1

)
(5)

where δ2n is the channel noise power, and γn =
1

TsNs

∑Ns

i=1

∑ts
t=1

|s[n](t)h
[n]
i (t)|2

δ2n
is the average sensing SNR;

the function Q(x) is described as follows

Q(x) =
1√
2π

∫ +∞

x

e−
x2

2 dx (6)
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To guarantee the sensing performance for the PU, the
sensing threshold can set according to the detection probability
as

λ =

(
Q−1(P

[n]
d )

√
2γn + 1

WτNs
+ γn + 1

)
σ2
n (7)

Suppose the actual idle and busy probabilities of the channel
n are P [n]

θ0
and P [n]

θ1
, respectively, which satisfy P [n]

θ0
+P

[n]
θ1

=
1. The spectrum access probability of the channel can be given
by P

[n]
acc = (1 − P

[n]
f )P

[n]
θ0

. To ensure the communication
performance of the CIIoT, the control center preferentially
allocates the channels with higher spectrum access probabili-
ties to the nodes. To avoid bringing severe interference to the
PU, we order that P [n]

d ≥ Pmin
d , where Pmin

d is the required
minimum detection probability. Then from (4) and (7), P [n]

f

is expressed by Pmin
d as follows

P
[n]
f ≥ Q

(
Q−1(Pmin

d )
√
2γn + 1 + γn

√
WτNs

)
(8)

where we can further rewrite P [n]
acc as follows

P [n]
acc ≤

(
1−Q

(
Q−1(Pmin

d )
√
2γn + 1 + γn

√
WτNs

))
P

[n]
θ0

(9)

To ensure enough spectrum access for each node, we let
P

[n]
acc ≥ Pmin

acc , where Pmin
acc is the required minimum spectrum

access probability. Then we can get

Q−1(Pmin
d )

√
2γn + 1 + γn

√
WτNs ≥ Q−1

(
1− Pacc

P
[n]
θ0

)
(10)

Assume the CIIoT nodes are in fading channels and γn ≪ 1.
From (10), we can get

γn ≥
Q−1

(
1− Pacc

P
[n]
θ0

)
−Q−1(Pmin

d )

Q−1(Pmin
d ) +

√
WτNs

(11)

Then only the channels whose SNR satisfying (11) can be
allocated to the nodes.

C. Throughput of CIIoT
To avoid causing interference between the nodes, each

channel is only allocated to one node. Assuming the transmit
power for node n is p[n], the transmit rate of the node is given
by

r[n] =W

(
(1− P

[n]
f )P

[n]
θ0

log

(
1 +

p[n]|h[n]|2

δ2n

))
(12)

the total throughput of the CIIoT within the communication
slot is given by

R = (T −Mτ −Nsξ)

N∑
n=1

r[n] (13)

When the busy channel has been detected to be idle by
mistake, the CIIoT will also access the channel and cause
harmful interference to the PU. The total interference power
of the CIIoT can be given by

pI =
N∑

n=1

(1− P
[n]
d )P

[n]
θ1
p[n]|h[n]|2 (14)

To ensure the transmission performance of the PU, the SNR
of the PU must be no less than the minimum SNR, γmin

s ,
which is defined as∑N

n=1 P
[n]
θ1
p
[n]
s |h[n]|2∑N

n=1 δ
2
n + pI

≥ γmin
s (15)

where p[n]s is the average power of the PU in channel n. Then
we can get the upper bound of pI as follows

pI ≤
∑N

n=1 P
[n]
θ1
p
[n]
s |h[n]|2

γmin
s

−
N∑

n=1

δ2n (16)

III. MODEL OPTIMIZATION

We try to maximize the total throughput of the CIIoT in each
frame by jointly optimizing the sensing time τ , the number of
sensing nodes Ns and the transmit power vector for the nodes
{p[n]}, subject to the constraints of the minimum detection
probability, the total power control, the interference power
control and the minimum rate for each node. The optimization
problem is formulated as follows

max
τ,Ns,{p[n]}

R = (T −Mτ −Nsξ)W

×
N∑

n=1

(
(1− P

[n]
f )P

[n]
θ0

log

(
1 +

p[n]|h[n]|2

δ2n

))
(17a)

s.t. Pd ≥ Pmin
d (17b)

N∑
n=1

p[n] ≤ ptot (17c)

N∑
n=1

(1− P
[n]
d )P

[n]
θ1
p[n]|h[n]|2 ≤ pmax

I (17d)

W

(
(1− P

[n]
f )P

[n]
θ0

log

(
1 +

p[n]|h[n]|2

δ2n

))
≥ r

[n]
min

(17e)
T −Mτ −Nsξ ≥ 0 (17f)
1 ≤ Ns ≤ N (17g)

τ ≥ 0; p[n] ≥ 0, n = 1, 2, ..., N (17h)

where ptot is the maximum total power of the CIIoT, pmax
I is

the upper bound of the interference power which is given in
(16), and r[n]min is the minimum rate for each node. Equation
(17) is a multivariable optimization problem that can be solved
using the ADO method.

A. Spectrum Sensing Optimization

First fixing the transmit power vector {p[n]}, the optimiza-
tion problem (17) is only related with τ and Ns. Therefore,
we may optimize τ and Ns to maximize the throughput. The
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optimization problem is given by

max
τ,Ns

R =W (T −Mτ −Nsξ)
N∑

n=1

(
(1− P

[n]
f )η[n]

)
(18a)

s.t. Pd ≥ Pmin
d (18b)

0 ≤ τ ≤ T −Nsξ

M
(18c)

1 ≤ Ns ≤ N (18d)

where η[n] = P
[n]
θ0

log
(
1 + p[n]|h[n]|2

δ2n

)
. To solve (18), we first

give Lemma 1.
Lemma 1: The optimization problem (18) can be solved

only when P [n]
d = Pmin

d .
Proof: From (4) and (7), as Q(x) is a monotone decreas-

ing function, both P
[n]
f and P

[n]
d reduce with the increase

of λ. Therefore, when P [n]
d = Pmin

d , P [n]
f also achieves its

minimum value, which will make the objective function of
(18) get its maximum value. Then assume that there is a
value P [n]

d = P̂d > Pmin
d that makes the objective function

of (18) get the maximum value. From (8), we will have
P

[n]
f (P

[n]
d = P̂d) > P

[n]
f (P

[n]
d = Pmin

d ). Then the value of the
objective function with P [n]

d = P̂d is not the maximum, which
is in contradiction with the assumption. Hence, the maximum
value of the objective function can be obtained only when
P

[n]
d = Pmin

d .
Substituting P

[n]
d = Pmin

d into (18), the optimization
problem is rewritten as follows

max
τ,Ns

R =W (T −Mτ −Nsξ)×

N∑
n=1

(
η[n]

(
1−Q

(
Q−1(Pmin

d )
√
2γn + 1 + γn

√
WτNs

)))
(19a)

s.t. 0 ≤ τ ≤ T −Nsξ

M
(19b)

1 ≤ Ns ≤ N (19c)

Fixing Ns, we will prove (19) is a convex optimization
problem about τ in Lemma 2.
Lemma 2: The objective function of (19) is convex in τ

when P [n]
f ≤ 0.5.

Proof: Assume T ′ = T−Nsξ
M , αn =

Q−1(Pmin
d )

√
2γn + 1 and βn = γn

√
WNs. Then the

objective function (19a) is rewritten as

R(τ) =MW (T ′ − τ)
N∑

n=1

(
η[n]

(
1−Q

(
αn + βn

√
τ
)))

(20)

Then we will prove that r̂[n](τ) = (T ′ −
τ) (1−Q (αn + βn

√
τ)) is convex in τ . The first-order

and second-order partial derivatives of r̂[n](τ) are respectively
given by

∇r̂[n](τ) = − (1−Q(αn + βnτ)) +
T ′ − τ

2
√
2πτ

e−
(αn+βn

√
τ)2

2

(21)

∇2r̂[n](τ) = 2∇P [n]
f − (T ′ − τ)∇2P

[n]
f (22)

where ∇P [n]
f and ∇2P

[n]
f are the first-order and second-order

partial derivatives of P [n]
f , respectively, which are given by

∇P [n]
f = − βn

2
√
2πτ

e−
(αn+βn

√
τ)2

2 (23)

∇2P
[n]
f =

β2
n

4
√
2πτ

e−
(αn+βn

√
τ)2

2

(
1

βn
√
τ
+ αn + βn

√
τ

)
(24)

Noting that 0 < Q(αn + βn
√
τ) < 1, from (21) we can get

∇r̂[n](τ) < 0 when τ = T ′ and∇r̂[n](τ) → +∞ when τ = 0.
Therefore, there is a value τ = τ∗ within 0 ∼ T ′ that makes
∇r̂[n](τ∗) = 0.

If P [n]
f = Q (αn + βn

√
τ) ≤ 0.5, we have αn+βn

√
τ ≥ 0.

Then from (23) and (24) we can get ∇P [n]
f < 0 and ∇2P

[n]
f >

0. Therefore, from (22) we can get ∇2r̂[n](τ) < 0. Since
∇r̂[n](τ∗) = 0 and ∇2r̂[n](τ∗) < 0, r̂[n](τ) is convex in τ
with its maximum value as r̂[n](τ∗).

As R(τ) =MW
∑N

n=1 η
[n]r̂[n](τ) is the linear sum of a se-

ries of convex functions, R(τ) is also convex in τ . The optimal
solution τ∗ should make ∇R(τ∗) =MW

∑N
n=1 ∇r̂[n](τ∗) =

0.
The optimal solution of τ can be achieved by the half

searching algorithm, which is described in Algorithm 1.

Algorithm 1 Optimization of τ
Initialize: τmin = 0, τmax = T ′, and τ = τmin+τmax

2 ;
1: while τmin ̸= τmax do
2: if ∇R(τmin) == ∇R(τ)
3: set τmin = τ ;
4: else if ∇R(τmax) == ∇R(τ)
5: set τmax = τ ;
6: set τ = τmin+τmax

2 ;
7: end while

Output: τ∗ = τmin+τmax

2 .

Letting τ = τ∗, the optimization problem (19) about Ns is
given by

max
Ns

R =W (T ′′ −Nsξ)

N∑
n=1

(
η[n]

(
1−Q

(
αn + γn

√
WτNs

)))
(25a)

s.t. 1 ≤ Ns ≤ min

{
N,

T ′′

ξ

}
(25b)

where T ′′ = T−Mτ∗. Since Ns is an integer in a finite range,
the optimal solution of Ns can be obtained by the enumeration
algorithm. The jointly optimal solutions can be obtained by al-
ternatively optimizing τ and Ns until the objective function R
is convergent. The joint optimization of τ and Ns is described
in Algorithm 2. Assuming the calculation accuracy is δ, the
complexity of optimizing τ by half searching is O(log T ′

δ ), and
the complexity of optimizing N by enumeration searching is
N . Supposing the number of iterations for Algorithm 2 is K,
the total complexity for Algorithm 2 is K(O(log T ′

δ ) +N).
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Algorithm 2 Joint optimization of τ and Ns

Initialize: the optimal solution τ∗ = 0 and N∗
s = 1;

1: while R is not convergent do
2: fixing Ns = N∗

s , update the optimal τ∗ by the
Algorithm 1;

3: fixing τ = τ∗, update the optimal N∗
s by solving

(25) with the enumeration algorithm;
4: calculate R with the updated N∗

s and τ∗;
5: end while

Output: τ = τ∗ and Ns = N∗
s .

B. Channel Allocation Optimization

We will select N available channels from the total M
channels to assign to the N nodes. The channel allocation
scheme should guarantee that each node has higher trans-
mission performance and causes less interference to the PU.
Therefore, the allocation basis function is given by

ψ[n] = (1− P
[n]
f )P

[n]
θ0

|h[n]|2

δ2n
− κ[n](1− P

[n]
d )P

[n]
θ1

|h[n]|2 (26)

where κ[n] for n = 1, 2, ..., N are the weight coefficients. The
increase of ψ[n] means the improvement of the transmission
performance of the CIIoT as well as the decrease of the
interference to the PU.
As P [n]

d = Pmin
d , substituting (8) into (26), ψ[n] can be

rewritten as follows

ψ[n] =
(
1−Q

(
Q−1(Pmin

d )
√
2γn + 1 + γn

√
WτNs

))
× P

[n]
θ0

|h[n]|2

δ2n
− κ[n](1− Pmin

d )(1− P
[n]
θ0

)|h[n]|2(27)

which is only related with γn, P
[n]
θ0

and h[n]. Therefore, we
will calculate ψ[n] for each channel and the first N channels
with larger ψ[n] are allocated to the nodes.

C. Access Control Optimization

By fixing τ = τ∗, Ns = N∗
s and Pd = Pmin

d , from (8) we
can get the value of P [n]

f as follows

P
[n]∗
f = Q

(
Q−1(Pmin

d )
√
2γn + 1 + γn

√
Wτ∗N∗

s

)
(28)

Then the optimization problem (17) about p[n] is rewritten as
follows

max
{p[n]}

R = ϕW
N∑

n=1

(
(1− P

[n]∗
f )P

[n]
θ0

log

(
1 +

p[n]|h[n]|2

δ2n

))
(29a)

s.t.
N∑

n=1

p[n] ≤ ptot (29b)

N∑
n=1

P
[n]
θ1
p[n]|h[n]|2 ≤ pmax

I

1− Pmin
d

(29c)

(1− P
[n]∗
f )P

[n]
θ0

log

(
1 +

p[n]|h[n]|2

δ2n

)
≥ r

[n]
min

W
(29d)

p[n] ≥ 0, n = 1, 2, ..., N (29e)

where ϕ = T −Mτ∗ −N∗
s ξ. From (29d), the lower bound of

p[n] can be obtained by

p[n] ≥

2

r
[n]
min

W (1−P
[n]∗
f

)P
[n]
θ0 − 1

 δ2n
|h[n]|2

(30)

Equation (29) is an convex optimization problem and sat-
isfies the Karush-Kuhn-Tucker (KKT) conditions. It can be
solved by the Lagrange multiplier method. The Lagrange
optimization function is given in (30), where λ1 > 0 and
λ2 > 0 are both the Lagrange multipliers. The optimal power
{p[n]∗} can be achieved by ∂L

∂p[n] = 0. Considering the power
constraint in (30), {p[n]∗} can be achieved in (31).

The Lagrange multipliers λ1 and λ2 can be obtained by the
subgradient method as follows

λ
(i+1)
1 = λ

(i)
1 − ν

(i)
1

(
ptot −

N∑
n=1

p[n]

)+

(32)

λ
(i+1)
2 = λ

(i)
2 − ν

(i)
2

(
pmax
I

1− Pmin
d

−
N∑

n=1

P
[n]
θ1
p[n]|h[n]|2

)+

(33)

where i is the iteration index, ν1 > 0 and ν2 > 0 are the
iterative steps. The power optimization algorithm is shown in
Algorithm 3.

Algorithm 3 Optimization of {p[n]}

Initialize: λ(i)1 and λ
(i)
2 with any values greater than 0,

{p[n]∗} = {0}, i = 1;
1: while any of λ1 and λ2 is not convergent do
2: fixing λ1 = λ

(i)
1 and λ2 = λ

(i)
2 , update {p[n]∗} by

(31);
3: fixing {p[n]} = {p[n]∗} and selecting ν(i)1 and ν(i)2 ,

update λ(i+1)
1 and λ(i+1)

2 by (32) and (33);
4: set i = i+ 1;
5: end while

Output: {p[n]} = {p[n]∗}.

Using the ADO, the joint optimization of spectrum sensing
and access control is described in Algorithm 4.

Algorithm 4 Joint optimization of spectrum sensing and
access control
Initialize: the optimal solution τ∗ = 0, N∗

s = 1 and
{p[n]∗} = {0};

1: while R is not convergent do
2: fixing τ = τ∗ and Ns = N∗

s , update the optimal
{p[n]∗} = {0} by the Algorithm 3;

3: fixing {p[n]} = {p[n]∗}, update the optimal τ∗ and
N∗

s by the Algorithm 2;
4: calculate R with updated N∗

s , τ
∗ and {p[n]∗};

5: end while
Output: τ = τ∗, Ns = N∗

s and {p[n]} = {p[n]∗}.
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L({p[n]}, λ1, λ2) =
N∑

n=1

(
(1− P

[n]∗
f )P

[n]
θ0

log

(
1 +

p[n]|h[n]|2

δ2n

))
+λ1

(
ptot −

N∑
n=1

p[n]

)
+λ2

(
pmax
I

1− P
[min]
d

−
N∑

n=1

P
[n]
θ1
p[n]|h[n]|2

)
(30)

p[n]∗ = max

 (1− P
[n]∗
f )P

[n]
θ0

λ1 + λ2P
[n]
θ1

|h[n]|2
− |h[n]|2

δ2n
,

2

r
[n]
min

W (1−P
[n]∗
f

)P
[n]
θ0 − 1

 |h[n]|2

δ2n

 , n = 1, 2, ..., N (31)

IV. SIMULTANEOUS SPECTRUM SENSING AND ACCESS
CONTROL

In the above model, spectrum sensing and access control
are performed in two independent time slots, and the time for
communication slot will be decreased greatly. Therefore, the
number of sensing nodes should be optimized to reduce the
control time. However, the decrease of the number of sensing
nodes will reduce the CSS performance. In this section, we
propose a simultaneous spectrum sensing and access control
model, where the spectrum sensing and access control are
performed in one time slot, as shown in the frame structure
of Fig. 3. Since a single access control slot is not needed,
all the nodes can participate in the CSS without reducing the
transmission time. In the model, each node first senses one
channel by ED and makes a local decision immediately in the
subslot. The local decision can be 0 or 1, which indicates the
idle channel or the busy channel, respectively. Then the control
center uses OR fusion to combine all the local decisions to
get a final decision on the channel states.

1 2 M

spectrum sensing and 

access control slot
communication slot

frame 1 frame 2 frame 

Fig. 3. Frame structure for simultaneous spectrum sensing and access control.

In the ED, the local false alarm probability and detection
probability of a single node is given by

p
[n]
f = Q

((
λ

δ2n
− 1

)√
Wτ

)
(34)

p
[n]
d = Q

((
λ

δ2n
− γn − 1

)√
Wτ

2γn + 1

)
(35)

In the CSS based on OR fusion, the idle channel state is
finally determined only when all the nodes has detected the
absence of the PU in the channel. The false alarm probability
and detection probability of CSS are respectively given by

P
[n]
f = 1− (1− p

[n]
f )N (36)

P
[n]
d = 1− (1− p

[n]
d )N (37)

Therefore, fixing P [n]
d = Pmin

d , P [n]
f can be denoted by Pmin

d

as follows

P
[n]
f = 1−(
1−Q

(
Q−1

(
1− (1− Pmin

d )
1
N

)√
2γn + 1 + γn

√
Wτ

))N
(38)

Then the optimization problem to maximize the total through-
put of the CIIoT is given as follows

max
τ,{p[n]}

R = (T −Mτ)W

×
N∑

n=1

(
(1− p

[n]
f )NP

[n]
θ0

log

(
1 +

p[n]|h[n]|2

δ2n

))
(39a)

s.t. 1− (1− p
[n]
d )N ≥ Pmin

d (39b)
N∑

n=1

p[n] ≤ ptot (39c)

N∑
n=1

(1− p
[n]
d )NP

[n]
θ1
p[n]|h[n]|2 ≤ pmax

I (39d)

W

(
(1− p

[n]
f )NP

[n]
θ0

log

(
1 +

p[n]|h[n]|2

δ2n

))
≥ r

[n]
min

(39e)
T −Mτ ≥ 0 (39f)

τ ≥ 0; p[n] ≥ 0, n = 1, 2, ..., N (39g)

The optimization problem (39) can be divided into two
suboptimization problems about τ and {p[n]}, respectively.
Like (19) and (29), both of the suboptimization problems
are convex and can be solved using the algorithms similar
to Algorithm 1 and Algorithm 3. Then a joint optimization
algorithm similar to Algorithm 4 can be proposed to achieve
the optimal solutions to the optimization problem, as shown
in Algorithm 5.

V. SIMULATIONS AND DISCUSSIONS

In this section, some numerical simulation results are p-
resented and discussed. We set the simulation parameters as
follows. The number of channels is M = 30, the bandwidth
of each channel is W=1KHz, the idle channel probability is
P

[n]
θ0

= 0.5, the number of CIIoT nodes is N = 20, the frame
period is T=10ms, the unit control overhead is ξ=0.1ms, the
maximum interference power is pmax

I = 0.1 ∼ 1mW, and the
maximum total power is ptot = 10 ∼ 100mW. The channels
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Algorithm 5 Joint optimization of simultaneous spectrum
sensing and access control

Initialize: the optimal solution τ∗ = 0 and {p[n]∗} = {0};
1: while R is not convergent do
2: fixing τ = τ∗, update the optimal {p[n]∗} = {0}

similar with the Algorithm 3;
3: fixing {p[n]} = {p[n]∗}, update the optimal τ∗

similar with the Algorithm 1;
4: calculate R with updated τ∗ and {p[n]∗};
5: end while

Output: τ = τ∗ and {p[n]} = {p[n]∗}.

are modeled as h =
√

θ
θ+1 h̃ +

√
1

θ+1 ĥ, where h̃ is light-

of-sight (LOS) deterministic component, ĥ is time-varying
Rayleigh fading component and θ = 3 is Rician factor.
Fig. 4 shows the spectrum access probability Pacc of the

CIIoT with different minimum detection probability Pmin
d .

It illustrates that Pacc reduces with the increase of Pmin
d ,

which indicates that the maximum spectrum access probability
can be achieved only when the detection probability achieve
its lower bound. Thus, the simulation result accords with
the Lemma 1. Though decreasing Pmin

d may improve the
spectrum access probability but also cause more interference
to the PU. To decrease the interference, the total transmission
power of the CIIoT has to be controlled, which may decrease
the transmission rate. Therefore, the total throughput of the
CIIoT will not be high when Pmin

d is very small. As shown
in Fig. 5, there is an optimal Pmin

d = 0.9 that maximizes the
total throughput R.

0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Pd
min

0

0.05

0.1

0.15

0.2

0.25

0.3

0.35

0.4

0.45

0.5

P ac
c

sensing SNR=-20dB
sensing SNR=-15dB
sensing SNR=-10dB

Fig. 4. Spectrum access probability with different minimum detection
probability.

Fig. 6 shows that there are optimal sensing time τ and
the number of sensing nodes Ns that maximize the total
throughput R. It proves the Lemma 2 by the simulation. Fig.
7 illustrates the total throughput with different sensing time.
When τ is small, the high false alarm probability may decrease
the spectrum access opportunities of the CIIoT, while when τ
is large, the long spectrum sensing time will also decrease the

0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Pd
min

0

5

10

15

20

25

30

35

40

45

R
 (K

bp
s)

pI
max=0.1mW

pI
max=0.2mW

pI
max=0.3mW

Fig. 5. Total throughput with different minimum detection probability.

communication time. Therefore, both the small τ and large τ
will decrease the throughput of the CIIoT, and an optimal τ
should be found to maximize the throughput. Fig. 8 shows the
total throughput with different number of sensing nodes. When
Ns is small, the false alarm probability may increase due to
the decreased CSS performance, while when Ns is large, the
communication time will decrease due to the increased access
control time. Thus, an optimal number of sensing nodes should
be selected to maximize the throughput.

20
17

18

Ns

100

19

20

0.02

R
 (K

bp
s) 21

 (ms)

22

0.04

23

24

0.06 0.08 00.1

Fig. 6. Total throughput with different sensing time and number of sensing
nodes.

Fig. 9 shows the maximum total throughput obtained by the
joint optimization algorithm with different sensing SNR. It il-
lustrates that the throughput can be improved by increasing the
sensing SNR. Fig. 10 illustrates the maximum total throughput
with different maximum interference power pmax

I . R reduces
with the decrease of pmax

I , because the transmit power of
the CIIoT is controlled to decrease the interference to the
PU. Fig. 11 compares the maximum total throughput between
the independent spectrum sensing and access control model
and the simultaneous spectrum sensing and access control
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0 0.02 0.04 0.06 0.08 0.1
 (s)

17

18

19

20

21

22

23

24
R

 (K
bp

s)

Ns=1

Ns=5

Ns=10

Ns=20

Fig. 7. Total throughput with different sensing time.

0 5 10 15 20
Ns

17

18

19

20

21

22

23

24

R
 (K

bp
s)

=0.02ms
=0.04ms
=0.08ms
=0.1ms

Fig. 8. Total throughput with different number of sensing nodes.

model. It is seen that the simultaneous spectrum sensing and
access control model may achieve larger throughput due to the
increased communication time.

VI. CONCLUSIONS

In this paper, an integrated spectrum sensing and access
control model is proposed for the CIIoT to improve its trans-
mission performance while controlling its interference to the
PU. This model is optimized to maximize the total throughput
of the CIIoT in each frame by jointly optimizing the sensing
time, the number of sensing nodes and the transmit power for
each node. By ADO, the optimization problem is divided into
three suboptimization problems for spectrum sensing, channel
allocation and access control, respectively, and it is finally
solved by a joint optimization algorithm of spectrum sensing
and access control. Through making spectrum sensing and
access control performed in one time slot, a simultaneous spec-
trum sensing and access control mode is proposed to increase
the communication time and improve the sensing performance
of the CIIoT. The simulation results have shown that there

-20 -18 -16 -14 -12 -10
sensing SNR (dB)

20

40

60

80

100

120

140

160

180

R
 (K

bp
s)

ptot=20mW

ptot=50mW

ptot=100mW

Fig. 9. Maximum total throughput with different sensing SNR.

0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
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max (mW)

10
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20
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Fig. 10. Maximum total throughput with different maximum interference
power.
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ptot (mW)
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R
 (K

bp
s)

independent spectrum sensing and access control
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Fig. 11. Maximum total throughput comparison between different spectrum
sensing and access control models.
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exist optimal sensing and control parameters to maximize the
total throughput of the CIIoT under the constraints of spectrum
sensing performance and interference control.
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